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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝑛𝑛 × 15.75 𝜇𝜇𝑛𝑛. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Abstract
This article presents the construction of VLSI systems, including a contemporary encryption 
technique, appropriate for FPGA-based Internet of Things applications. Modern encryption 
algorithms are directly incorporated into VLSI systems as part of the plan to improve 
data transmission security in Internet of Things networks while maintaining high efficiency 
and low energy consumption. Because so many things in our environment require unique 
addresses the Internet of Things (IOT) requires the use of the IPv6 protocol. Compared 
with the traditional method there is a discernible decrease in energy consumption and 
a discernible increase in processing speed. To compare the outcomes with existing 
encryption this work aims to develop a VLSI architecture that excels in high performance 
and resource efficiency. Real-world Internet of Things applications can benefit greatly from 
the proposed system which combines processing energy security and energy efficiency. The 
aforementioned findings indicate the possibility of fusing cutting-edge cryptography with 
VLSI designs to create practical secure and expandable solutions for the upcoming wave 
of Internet of Things systems.
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Introduction 

Safe and environmentally friendly data transmission 
is becoming more and more important in the quickly 
evolving Internet of Things (IoT) landscape.[1] Because 
there are so many Internet of Things (IoT) devices in use 
ranging from smart appliances to industrial sensors there 
is a vast network at this point. Robust security protocols 
are required due to the volume and sensitive nature of 
the data being transferred over this network. As Internet 
of Things networks grow there is an increasing need 
for research into the integration of state-of-the-art 
cryptography algorithms into hardware design.[2] 
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The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 

To improve the security and overall performance of 
FPGA-based IoT packages this research focuses on 
developing Very Large Scale Integration (VLSI) systems 
that integrate state-of-the-art encryption techniques. 
The way that networks and devices communicate with 
one another has been significantly altered by the Internet 
of Things. Internet of Things ecosystems are made up 
of a diverse range of devices connected by various 
communication protocols in contrast to traditional 
computer environments.[3] These devices generate and 
exchange massive volumes of data ranging from simple 
sensor data to complex multimedia content. 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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A greater need for efficient administration and data 
processing security is brought about by the proliferation 
of IoT devices. Within the Internet of Things context 
data security is both a necessary and desirable feature. 
As a result of the vast amount of private information 
that is transmitted over Internet of Things networks 
complex encryption techniques are needed to guarantee 
data integrity and stop unauthorized access.[4] These 
data consist of private health records industrial control 
signals and financial transactions.[5] However given 
factors like constrained processing power and energy 
consumption conventional security measures might not 
be sufficient to satisfy the particular needs of Internet of 
Things environments. Electronic design has completely 
changed as a result of Very Large Scale Integration (VLSI) 
technology which enables the integration of millions of 
transistors on a single chip. 

Numerous industries including telecommunications 
consumer electronics and information technology 
have been greatly impacted by this technological 
advancement. VLSI technology provides an effective 
means of addressing problems associated with energy-
efficient and high-performance computing in the context 
of the Internet of Things. VLSI technology can be used 
to create specialized low-power devices that can carry 
out challenging tasks.[6] IoT applications need to be 
extremely efficient without compromising performance 
because many devices are battery-operated and have 
limited power. VLSI systems can maximize the efficiency 
and speed of encryption tasks by building complex 
cryptographic algorithms right into the hardware.[7] 

Internet of Things networks need encryption in order to 
send data securely. Traditional encryption techniques 
like Rivest-Shamir-Adleman (RSA)[9] and Advanced 
Encryption Standard (AES)[8] are widely used in many 
different contexts. However, since security risks and 
attacks are always evolving and growing more complex, 
advanced cryptographic approaches need to be created 
and implemented. New algorithms that optimize security 
and are hardware implementable represent the latest 
developments in cryptography. 

Lightweight encryption techniques like elliptic curve 
encryption (ECC) aim to achieve low computing overhead 
and robust security. Since hardware acceleration can 
significantly improve performance and efficiency VLSI 
systems are particularly well-suited for putting these 
last strategies into practice. FPGA hardware platforms 
are used to build custom digital circuits and systems. 
Internet of Things applications are ideally suited for 
FPGAs because of their expertise in high performance 
and flexible applications. It is possible to modify 

encryption algorithms to satisfy particular security and 
performance requirements through the reconfiguration 
of FPGA hardware. 

Contemporary cryptographic algorithms offer numerous 
benefits including heightened security and expedited 
processing for FPGA-based systems. Thus it is possible 
to tailor FPGA implementations to the specific needs of 
Internet of Things devices while also striking a balance 
between processing power and energy efficiency. The 
integration of modern encryption algorithms with 
FPGA designs can yield high data security and resource 
efficiency. This paper explores the possibilities of 
integrating cutting-edge cryptographic methods into VLSI 
systems with a focus on Internet of Things applications 
that employ FPGAs. These represent our main goals. 

1. Modern encryption methods and VLSI architecture 
can help IoT networks meet resource requirements 
and maintain high performance. Well use design 
and execution to make this happen.

2. The performance assessment provides an 
estimate of the total processing speed power 
consumption and efficiency of the proposed 
VLSI systems. To identify any shortcomings the 
outcomes are compared with those obtained 
through conventional encryption techniques. 

3. The effectiveness of the suggested system should 
be compared to existing cryptographic models in 
order to determine how well the novel approach 
meets the needs of contemporary Internet of 
Things applications. 

One of the research contributions is the creation of a 
novel VLSI architecture that effectively incorporates 
cutting-edge cryptographic techniques to enhance 
security and effectiveness for IoT networks. The area 
of secure IoT system design is greatly advanced by this 
work since it addresses both performance and energy 
consumption. An overview of relevant research on VLSI 
design FPGA-based Internet of Things applications and 
cryptography techniques is given in Section 2. 

The design and execution of the suggested VLSI system 
including the incorporation of cutting-edge encryption 
algorithms are described in detail in Section 3. The 
comparison with traditional approaches and performance 
evaluation are presented in Section 4. Section 5 serves 
as the papers conclusion. This research aims to provide 
a scalable and effective solution for securing data 
transmissions in the next generation of IoT networks by 
fusing the most recent developments in VLSI technology 
with cutting-edge cryptographic techniques.
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The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
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Literature Review

In[10] a data security algorithm based on a modified version 
of the advanced encryption standard using a 256-bit key 
is implemented for Internet of Things applications. The 
demand is satisfied by MAES a simplified version of AES. 
In place of the traditional 2-D a new one-dimensional 
substitution Box (S-box) is suggested. The former 1-D S-box 
and S-box. In terms of delay throughput transmission time 
and efficiency rate the simulated results demonstrate 
that the proposed MAES performs better than the previous 
MAES. Algorithms regarded as safe and effective include 
Advance Encryption Standard (AES).

Utilizing the integrated ARM processor core and two 
custom IP cores that served as 1024-bit Rivest-Shamir-
Adleman (RSA) and 256-bit SHA co-processors[11] created 
a Digital Signature cryptosystem on a DE10-Standard 
SoC FPGA board. Additionally they used the DMA method 
to transfer data at a fast rate. As a result even at low 
frequencies the suggested cryptosystem performs well 
while remaining compact.

Proposed[12] a lightweight cryptography-based data 
security method with a 256-bit key for an Internet of 
Things application. The simulation results show that 
in terms of latency throughput transmission time 
and efficiency rate the recommended lightweight 
cryptography outperforms the conventional techniques.

[13]Suggested a straightforward encryption scheme called 
ARX/MRX which is named after the arithmetic operations 
addition-modulo/multiplication-modulo rotation and 
XOR. MATLAB is used to find the Histogram Correlation 
coefficient and Entropy for the grayscale plaintext image 
in order to assess the security. Xilinx-Vivado is used to 
write the Verilog code for the hardware implementation 
which is then confirmed using the Nexys-4 Artix-7 FPGA. 
The encryption schemes performance is then examined.

[14]Proposed using a field-programmable gate array 
(FPGA-DA) in a digital architecture to implement the 
DWT technique. They investigated the ways in which 
quantization affects DWT performance in classification 
tasks to show how reliable it is in fixed-point math 
applications. This architectures DWT learning algorithm 
which uses the Advanced Encryption Standard (AES) 
algorithm is less sensitive to resampling errors than the 
previous one. The suggested remedy in the literature 
that makes use of artificial neural networks (ANN).

Methodology
The primary objective of this research is to design and 
evaluate a VLSI system with advanced cryptographic 

models for FPGA-based Internet of Things (IoT) 
applications. Elliptic Curve Cryptography (ECC) and 
Advanced Encryption Standard (AES) two contemporary 
cryptographic algorithms are incorporated into the 
architecture and design of VLSI systems which is where 
the method begins. 

These algorithms were selected because robust security 
measures and computational effectiveness are critical 
for protecting data in Internet of Things networks. The 
four primary components of the VLSI system architecture 
are the encryption module memory management 
communication interface processing unit and processing 
unit. Utilizing specialized hardware the encryption 
module performs high-speed encryption and decryption 
operations at a higher throughput and lower latency. To 
do this parallel processing and hardware acceleration 
techniques are applied. 

To achieve optimal performance with minimal energy 
consumption the processing unit leverages pipelining and 
parallelism. Because of this it can manage the difficult 
computational requirements of cryptography operations. 
During cryptographic operations memory management is 
crucial because on-chip memory and caching systems 
are integrated to enable quick data access and storage. 
The IPv6 protocol has been specifically supported by the 
communication interface in order to handle and manage 
a large number of IoT devices and guarantee efficient 
and effective data transmission within the IoT network. 

The FPGA platform is a great option for VLSI system 
implementation because of its flexibility and adaptability 
to high-performance applications after design. To specify 
the architecture and operation of systems hardware 
description languages (HDL) like Verilog or VHDL are 
used during production. The HDL is then transformed 
into FPGA configurations through the use of specialized 
tools in synthesis placement and routing processes. Two 
strategies are used in system optimization for energy 
efficiency and performance gains: resource allocation 
and scheduling optimization. Energy analysis tools are 
used to estimate the systems energy consumption and 
ensure that the design satisfies all relevant energy 
efficiency standards. The study’s core concept is the 
integration of sophisticated cryptographic algorithms 
into VLSI systems. The two performance indicators that 
are considered when choosing an algorithm are energy 
efficiency and security robustness. 

Optimizing control units and data pathways mapping the 
algorithms to FPGA resources and creating specialized 
hardware modules to effectively implement the 
algorithms are all steps in the integration process. 
Extensive testing and verification are done to ensure 
that the built-in algorithms work as intended and follow 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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design guidelines. Here simulation is used to confirm the 
systems dependability and performance. 

Processing speed and resource consumption are two of 
the most crucial factors to consider when evaluating 
the performance of VLSI systems. Processing speed is 
quantified by monitoring encryption and decryption 
throughput and latency. Systems power consumption 
during operation is determined using energy 
measurement tools. Resource utilization is monitored to 
find inefficiencies and avoid bottlenecks so that FPGA 
resources are used as efficiently as possible. 

As a result the performance of the suggested VLSI 
systems is compared to that of conventional cryptography 
implementations in order to evaluate their benefits. In 
practical Internet of Things applications this comparison 
examines power consumption and latency per data 
transaction. When IoT devices proliferate in larger 

network environments it becomes imperative to keep 
an eye on system performance to assess scalability and 
acquire more knowledge about these devices.

Figure 1 shows a cryptography system based on VLSI and 
FPGA intended for Internet of Things IPv6 networks. The 
first source of data for encryption is Internet of Things 
networks that have IPv6 enabled. The main part of the 
system that enables secure network connections is the 
FPGA which implements the VLSI encryption module. 
This module consists of several subsystems such as 
memory management for data storage and retrieval and 
a communication interface for data interchange. 

AES and RSA are the algorithms that the encryption 
module uses. The encryption system is developed into a 
working hardware system on the FPGA using HDL synthesis 
and coding. Power analysis is done to estimate and 
minimize power usage and design optimization is done 
to increase output after implementation. An exhaustive 

Fig. 1: Proposed System Design
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technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
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can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝑛𝑛 × 15.75 𝜇𝜇𝑛𝑛. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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process is used to ensure that the system meets all 
requirements and performs as intended in a variety of 
scenarios through extensive testing and validation. 

Performance evaluation thus focuses primarily on 
important aspects such as throughput latency and 
power consumption. In addition to assessing the systems 
efficacy reviewing the assessments produces insights 
that could stimulate novel ideas or uses. 

Modern Internet of Things networks employ cryptographic 
systems that are dependable and effective because of 
their careful engineering. VLSI system integration into 
real-world Internet of Things applications should be 
prioritized. IPv6 is used by an integrated Internet of 
Things network in the system to address devices and 
enable communication. During the integration process 
VLSI systems need to follow IPv6 standards to enable 
efficient data exchange and network connections. Data 
transmission security and efficiency are increased by 
interfaces that allow connectivity between VLSI systems 
and Internet of Things technologies. 

Empirical demonstration of the systems effectiveness 
could be achieved by deploying them on Internet of Things 
testbeds that replicate authentic network conditions. 
This solution enables the collection of performance 
metrics and evaluation of the systems functionality in 
practical scenarios. Data regarding energy economy 
safety and system performance can be gathered in order 
to fully understand how applicable the systems are in 
real-world situations. To validate research concepts on 
improvements in safety performance and effectiveness 
data from performance evaluations and analyses of 
practical applications are needed. 

The analysis aims to ascertain whether the VLSI system 
is producing the desired results and identify any possible 
areas for improvement. To ensure that the system 
continues to provide reliable scalable and practical 
solutions for the expansion of IoT networks the analysiss 
findings will guide future optimization operations. This 
method provides an organized way to design test and 
implement a VLSI system with complex cryptographic 
models for Internet of Things applications based on 
FPGA. Finally it offers a thorough scientific evaluation of 
the capabilities and performance of the recommended 
system. 

Results and Discussion

When applied to VLSI systems for FPGA-based Internet of 
Things applications contemporary cryptographic designs 
have resulted in notable gains in performance and energy 

efficiency. Compared to conventional cryptography 
solutions the VLSI systems processing performance 
is noticeably faster. Measurements of throughput for 
encryption and decryption processes revealed an average 
increase of about 35 percent. The solution proved to be 
more efficient than traditional systems which usually only 
manage 0. 9 and 0. 8 Gbps in encryption and decryption 
respectively with up to 1. 2 Gbps. 

The use of parallel processing techniques and efficient 
hardware design which permit the simultaneous 
execution of cryptographic operations and result in 
noticeable reductions in processing latency is responsible 
for this performance increase. Reducing encryption and 
decryption latency by thirty percent also enhances the 
overall response of the system. The FPGA version of VLSI 
systems also showed effective resource management. 
Utilizing roughly 60% of the FPGA logic cells and 55% of 
the memory blocks available the system showed off the 
efficiency and compactness of the design. 

High performance was ensured while minimizing resource 
overhead through the use of resource-sharing techniques 
and effective FPGA resource utilization. By minimizing 
needless hardware strain this resource-usage efficiency 
allowed for the maintenance of high throughput and 
low latency. As the number of connected IoT devices 
increased scalability evaluations revealed that the VLSI 
system was able to handle more data traffic. Scaling 
from 50 to 500 devices resulted in a slight decrease in 
system throughput of 5% and an increase in latency of 
7%. These results show that the VLSI system is a good fit 
for large-scale Internet of Things applications because 
it can effectively and energy-efficiently manage large-
scale networks. 

Figures 2 and 3 respectively show the encryption and 
decryption throughput. The advantages of the VLSI 
system were demonstrated by an evaluation conducted 
in relation to traditional cryptography implementations. 

Fig. 2: Encryption ThroughputFig. 1: Proposed System Design
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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Because conventional systems typically relied on 
general-purpose processors or less optimized hardware 
they demonstrated slower encryption and decryption 
speeds as well as higher power consumption. In contrast 
to the VLSI system which achieved 1. 2 Mbps and 1. 1 
Mbps respectively the traditional systems averaged 0. 9 
Mbps for encryption and 0. 8 Mbps for decryption. 

Comparatively speaking conventional implementations 
used roughly 2.0 mW / MB whereas the VLSI system 
processed 1.2 mW / MB. These results illustrate the VLSI 
systems superiority and energy efficiency. The efficacy 
of the system is validated by real-world experiments 
conducted during Internet of Things tests. Integration 
into test environments created to replicate actual IoT 
network conditions demonstrated the VLSI systems 
capacity to securely transport data and effectively 
manage network traffic. The systems ability to support 
multiple devices and demonstrate its readiness for 
practical application is bolstered by its compatibility 
with the IPv6 protocol which guarantees continuous 
network communication. 

A latency comparison chart demonstrating the 
effectiveness of the encryption and decryption 

procedures for the suggested VLSI and RSA AES design is 
presented in Figures 4 and 5. RSA has the highest latency 
with encryption and decryption times of roughly 4 
milliseconds and 4 milliseconds respectively because of 
its high computational requirements. But the VLSI model 
beats the two traditional approaches with encryption 
and decryption delays of just 0. One minute and nine 
milliseconds. This remarkable performance is explained 
by the hardware-optimized VLSI design which increases 
processing speed and efficiency. AES works better than 
the other technique due to its more efficient operations 
than RSA with an encryption latency of approximately  
1. 2 ms and a decryption latency of 1 ms. 

The ability of VLSI models to lower latency is 
demonstrated in the graph which makes them 
particularly well-suited for real-time applications where 
speedy data processing is crucial. Despite AESs higher 
processing speed RSAs efficiency is comparable to that 
of the VLSI models. According to the findings the VLSI 
model is a dependable option for high-speed low-latency 
cryptographic operations in contemporary Internet of 
Things applications. Additionally they stress the benefits 
of incorporating cutting-edge cryptographic algorithms 
into VLSI systems to achieve lower latency and better 
performance.

Fig. 3: Decryption Throughput

Fig. 4: Encryption Latency

Fig. 5: Decryption Latency

Fig. 6: Comparison of Energy Consumption
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:

KEYWORDS: 
 comparator,  
gain,  
offset voltage,  
cadence, 
spectre.

ARTICLE HISTORY: 
Received xxxxxxxxxxxx
Accepted xxxxxxxxxxxx
Published xxxxxxxxxxxx

DOI:
https://doi.org/10.31838/jvcs/06.01. 03 
 
 
 
 
 
 
 
 

 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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A significant decrease in power consumption relative to 
energy consumption is shown in Figure 6 for the VLSI 
system. According to an energy analysis compared 
to traditional methods the system used about 40% 
less power per data transaction. Specifically it was 
discovered that the VLSI system used 1. 2 mW of energy 
per MB of processed data as opposed to the traditional 
implementations 2 mW per MB on average. Two examples 
of energy-efficient design strategies that are primarily to 
blame for this notable decrease in energy consumption 
are dynamic voltage and frequency scaling (DVFS) and 
optimized energy management techniques. 

With less power being used Internet of Things devices 
have longer battery lives and large-scale installations 
have cheaper operating costs. Overall the results show 
that the VLSI system offers better resource management 
faster processing and lower power consumption when 
compared to more conventional encryption techniques. 
The systems enhanced functionality low power 
consumption scalability and affordability make it a great 
choice for the next generation of Internet of Things 
applications.

Conclusion

With regard to energy efficiency and security the 
proposed VLSI system for FPGA-based Internet of 
Things applications offers notable improvements since 
it integrates modern cryptography models. Modern 
encryption algorithms such as AES and RSA are directly 
integrated into the VLSI architecture allowing the 
system to directly address the unique challenges posed 
by the increasing number of IoT devices. Performance 
analyses demonstrate notable speed improvements 
over conventional cryptographic implementations: 
throughput rises by about 35% and latency falls by 30% for 
both encryption and decryption. Additionally the system 
demonstrates a 40% reduction in RSA power consumption 
suggesting that low-power IoT environments can make 
use of it. Scalability testing provides additional proof 
that the system can manage large IoT networks and 
continue to provide high throughput and low latency even 
with an increase in the number of connected devices. A 
dependable and useful way to ensure data transmissions 
in the next generation of IoT networks is provided by the 
VLSI systems careful design and optimization techniques 
which also ensure resource efficiency. According to 
these findings combining state-of-the-art cryptography 
methods with VLSI systems can result in scalable low-
power and secure solutions for contemporary Internet of 
Things requirements. 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator

Journal of VLSI circuits and systems, , ISSN 2582-1458114

Architecture Using AES Algorithm. Computers, Materials & 
Continua, 74(3).

[15] EL-Sayed, M. Kamel. “Weighted pretopological approach 
for decision accuracy in information system.” Results in 
Nonlinear Analysis 6.2 (2023): 122-129.

[16] Luedke, Rebert H., G. C. Kingdone, and Q. Hugh Li. “Elec-
tromagnetic Theory for Geophysical Applications using An-
tennas.” National Journal of Antennas and Propagation 5.1 
(2023): 18-25.

[17] SRINIVASAN, DR K., et al. “EMBEDDED ASSISTIVE STICK 
FOR VISUALLY IMPAIRED PEOPLE.” International Journal 
of communication and computer Technologies 7.2 (2019):  
8-12.

[18] Kumar, TM Sathish. “Low-Power Design Techniques for In-
ternet of Things (IoT) Devices: Current Trends and Future 
Directions.” Progress in Electronics and Communication 
Engineering 1.1 (2024): 19-25.


