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InTroducTion 

Content addressable memory (CAM) enables concur- 

rent searches of stored data in only one cycle, result- 

ing in great search performance. Only “0” and “1” can 

be stored and sought in a binary CAM. Ternary content 

addressable memory (TCAM) stores information using 

three different representations: 1, 0, and X.[1–5] Its search 

operation is so fast that it can complete the search 

operation in just one clock cycle, making it useful in 

high-speed applications like networking, radar signal 

tracking, data compression image processing, etc. TCAM 

is the inverse of random-access memory (RAM) because it 

does not access data in the same way that RAM does, by 

providing a precise memory address to where the data 

are stored. While RAM requires an address to read data, 

TCAM takes data as input and sends back an address.[6–12] 

 
Single  event  upsets  (SEUs)  in  SRAM-based  field- 

programmable  gate arrays  (FPGAs)  refer  to the 

 
phenomenon where a single ionizing particle or radi- 

ation strike can cause a temporary or permanent 

change in the state of a memory cell within the SRAM 

configuration memory of the FPGA.[13,14] This change 

can lead to errors in the functionality of the FPGA, 

which can be particularly problematic in safety-crit- 

ical applications such as aerospace, automotive, and 

medical devices.[15] TCAM uses SRAM because of its 

quick access times, capacity for parallel comparisons, 

and low standby power consumption. It allows rapid 

data retrieval in real time and performs flexible pat- 

tern-matching tasks.[14] Large capacity entries can be 

stored by TCAMs because of the high integration den- 

sity of SRAM, which is also one of the reasons why it 

is prone to soft errors which can be either single-bit or 

multi-bit upsets.[16] To address these concerns, many 

error detection and correction techniques such as 

SEC-DED,[17] look-up table, 2D parity,[18] and 3D parity are 

present. The conventional TCAM takes the shape of a 
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2D array, with cells in the same row sharing a matching 

line and cells in the same column sharing a select 

line.[19] Though it provides accurate output for smaller 

designs, there is exponential memory expansion for 

larger designs making them bulky, complex, and expen- 

sive. Therefore, for efficient resource utilization, the 

multipumping- enabled multiported SRAM-based TCAM 

is implemented in FPGA.[20] The multipumping tech- 

nique effectively doubles the number of ports on a 

dual-ported SRAM module by timing the SRAM block 

internally as integral multiples of the system’s exter- 

nal clock. The TCAM is organized into subblocks, each 

of which is timed at a rate p times higher than the sys- 

tem clock.[20] The output of each subblock is then passed 

to the priority encoder after the search key is pro- 

vided. To determine the final address, the outputs 

from each priority encoder are fed into an overall prior- 

ity encoder (OPE), which chooses the lowest address line. 

The flip-flop storage of the matching logic is replaced 

by the rules with LUTs, and partial reconfiguration (PR) 

capabilities of the FPGA are used to alter the rules, 

thereby improving the efficiency of the implementa- 

tion.[17],[21] SRAM-based TCAMs are prone to soft errors, 

and data bits can get corrupted that must be recovered. 
[22] Error detection and correction processes came into 

the picture to retrieve the data bits that were cor- 

rupted because of soft errors. Figure 1 implements a 

4×6 TCAM size using two 8×4 SRAM blocks with a mul- 

tipumping factor of 2.[21,23] For error checking, even 

parities and legal weights (the number of ones in each 

column) are computed and compared to the current 

parities; if there is a discrepancy, an error is gener- 

ated. P represents a parity bit. Intrinsic redundancy 

will be used for error correction. 

 
A soft-error-resilient SRAM-based TCAM using a multi- 

pumping technique and binary encoded TCAM LUT for 

error detection and correction is presented in refer- 

ences.[24,25] To achieve TCAM, SRAM blocks can be used 

in both FPGAs and ASICs. For instance, 1×1 TCAM may 

be produced with the help of 2×1 RAM. If a “0” is pres- 

ent in the 1×1 TCAM, logic 1 is stored in RAM [0], and 

if a “1” is present, logic 1 is put in RAM.[1] If “X” is in 

TCAM, then both RAM [0] and RAM [1] will be over- 

written with “1”. A TCAM may be constructed from N 

bits of SRAM input data using an SRAM of 1-bit width 

with 2N locations. Using M-bit wide SRAM in 2N loca- 

tions, it is possible to create a TCAM with a size of M by 

N. A TCAM of size 4×4 is divided into two parts, which 

will be implemented using two 4×4 SRAMs, as shown in 

Figure 2.[24]–[26] 

 
For example, when 1001 is entered into TCAM as the 

search key, the values stored in the position “10” of 

the SRAM to the left and the position “01” of the SRAM 

to the right will be sent into the AND gate, as shown 

in Figure 2(b). A physical address for the search key 

may be obtained by using the AND operation, with 
 

 
Fig. 1: Parity protected TCAM using two SRAM blocks 

 

(a) (b) 
Fig. 2: Implementation of 4×4 TCAM using SRAM blocks. (a) TCAM of size 4×4. (b) Using two 4×4 SRAM blocks to 

implement 4×4 TCAM and providing the address of the search key using a priority encoder 
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the resultant “ 1000” being transmitted to the priority 

encoder. To get the parity bits, TCAM reads position 01 

in the left-sided SRAM and location 10 in the right-sided 

SRAM when the search key is 0110.[24] Parity is calcu- 

lated for each row and all the parity bits put together 

denote the error signal. The error signal is then given 

to the encoder which gives the output as 110. MSB bit 1 

represents the SRAM at which the error is present, while 

the LSB bit 10 represents the row that consists of the 

corrupted bit. The values of reconfigurable LUT are 

encoded by replacing the TCAM values as follows: 0 

- 00, 1 - 01 and x - 10. By looking for the matching 

value concerning the LSB bits in the LUT, the correc- 

tion vector can be computed. The whole row in which 

the error is present is replaced by the correction vec- 

tor to restore the faulty bit. A single bit of data can be 

detected and corrected. 

 
A TCAM architecture is introduced where the priority 

encoder in reference[24] is replaced with a mux block 

in reference[27] to efficiently make use of the power by 

dynamically switching on and off of the muxes. Hence, 

the result of the AND gate 1000 is given as input to the 

mux block. In the first phase, only one of the avail- 

able multiplexers will be activated, reducing power 

consumption. The first stage multiplexer chooses the 

match status line with the lowest address among the 

logic “1” lines. The main mux in the second stage 

chooses the output of the first stage mux whose enable 

signal is 1, as depicted in Figure 3.[27] The use of 2D and 

3D parity for error detection and correction, which 

enables the correction of multiple bits, is employed 

in references.[27,28] In a 2D technique, the horizontal 

and vertical parities are calculated. Horizontal parity 

is computed using an EXOR operation for rows, while 

vertical parity is computed using a column-wise EXOR 

operation.[27] 

 
The horizontal and vertical parities will be recal- 

culated and compared to previously obtained values 

during the search process. If there is a discrepancy 

between the two, it means there is a bug in the SRAM. 

 

Fig. 3: Multiplexer block 

The condition will aid in identifying the source of the 

mistakes. The syndrome can be determined by perform- 

ing an EXOR on the parities that have been stored and 

the parities that have been calculated during the search 

process. The NOT operation will reset the traced error 

bit. Three-dimensional parity involves the calculation 

of horizontal, vertical, and diagonal parities to per- 

form error correction and detection.[27] The HP and VP 

are computed by EXORing row-wise and column-wise, 

respectively, while the diagonal parity is computed 

using an EXOR operation on all data bits in the diag- 

onals. The search process involves recalculating and 

comparing with the existing parities. During the search 

operation, the syndrome is determined by performing 

an EXOR operation on the parities that have been stored 

and those that have been calculated. 

 
In the left SRAM block, the calculated horizontal, verti- 

cal, and diagonal parities are 0010, 1000, and 0100000, 

while in the right SRAM block, they are 1111, 0011, and 

0001001. This results in the syndrome being calculated, 

as it means there are errors present in the blocks of 

SRAM. Horizontal, vertical, and diagonal syndromes of 

0110, 0101, and 0001100, respectively, convey there 

are two errors in the left SRAM section. Similarly, 0110, 

0101, and 0001100, respectively, are the horizontal, 

vertical, and diagonal syndromes of the right block of 

SRAM, and this means that there are two errors in the 

right SRAM block. The errors can be fixed by performing 

an inversion operation on the faulty bits. 

 
This paper proposes a novel error detection and correc- 

tion technique for TCAM architecture. The Hamming 

code technique is used, which helps in detecting and 

correcting one error in a row, either the data bit or 

the parity bit. Hence, the design ensures data integ- 

rity and enhances system reliability, making it particu- 

larly relevant for mission-critical search applications. 

The findings of this study offer valuable insights into the 

design and efficacy of TCAM architectures, especially in 

mitigating multiple soft errors, optimizing power con- 

sumption, and preserving search speed. 

 
Further, the paper presents the following details. The 

section “proposEd TcAm ArcHiTEcTurE usiNg HAmmiNg 

codE For Error dETEcTioN ANd corrEcTioN” discusses 

the proposed Hamming code–based error detection and 

correction technique for the TCAM architecture using 

a mux block. The section “SimulATioN REsulTs ANd 

PErFormANcE ANAlysis” discusses the performance 

analysis of the proposed and the existing TCAM design. 

The section “CoNclusioN ANd FuTurE ScopE” deals with 

the conclusion and future scope. 
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Proposed TCAM Architecture using Hamming Code for 

Error Detection and Correction. The TCAM architec- 

ture with the MUX block, which dynamically switches 

ON and OFF, is adopted as there is a reduction in the 

power. In this design, the data bits are encoded using the 

Hamming technique before they are stored in SRAM. The 

generated parity bits are also stored in SRAM. Because 

of radiation and noise effects, the bits stored in 

SRAM alter their value, which introduces soft errors. To 

introduce the soft errors in the design, the bits stored 

in SRAM are randomly flipped, and this flipping is done 

to both data and parity bits. By flipping the bits, the 

soft error bits are injected in the design, and by using 

the Hamming techniques, the error bits are detected 

and corrected to validate the proposed technique. Soft 

errors not only affect the stored data bits but also might 

corrupt the stored parity bits. The Hamming code tech- 

nique is proposed for error detection and correction, 

which not only checks for errors in data bits but also 

detects and corrects parity bit errors.[29,30] 

 
To detect and fix errors, this algorithm guarantees that 

there are enough parity bits to cover all the data bits 

and the parity bits are placed into the code at prede- 

termined locations, usually every two places (1, 2, 4, 8, 

etc.). The Hamming code uses a total of seven bits in a 

row with four actual data bits and three parity bits, as 

shown in Figure 4. The values of the parity bits are P 1 

= D3 ⊕ D5 ⊕ D7, P 2 = D3 ⊕ D6 ⊕ D7, and P 4 = D5 ⊕ D6 

⊕ D7 while the values of the syndrome, which helps in 

correcting the errors, are given by S1 = D3 ⊕ D5 ⊕ D7 ⊕ 

P 1, S2 = D3 ⊕ D6 ⊕ D7 ⊕ P 2, and S4 = D5 ⊕ D6 ⊕ D7 

⊕ P 4. 

Each row of the SRAMs is given its own error detection 

and repair syndrome, and hence three parity bits are 

generated for each row, as seen in Figure 5. Therefore, 

this technique aids in finding and fixing the corruption 

of a single bit in each row. So, counting both SRAMS, it 

can detect and repair eight bits of error. 

 
For example, a two-bit error is introduced in each SRAM; 

one data bit and one parity bit, as in Figure 6. Now the 

recalculated parities for the left SRAM are 101, 101, 

001, and 110 and for the right SRAM are 001, 001, 101, 

and 011, respectively. 

 
By comparing the received code with the expected code 

based on the parity bits, the syndrome can be deter- 

mined. The syndrome pattern pinpoints the location of 
 

Fig. 4: Position of data and parity bits 

the error bit, enabling it to be fixed as in Figure 7. The 

syndrome values for the left SRAM are 101, 000, 000, 

010 and for the right are SRAM 000, 101, 001, and 000. 

Based on the syndrome values, the first row–third col- 

umn intersection bit and P2 of the fourth row in the left 

SRAM and second row–third column intersection bit, and 

P1 of the third row of the right SRAM are corrupted bits. 

The main advantage of the Hamming code is that the 

error correction capability is increased and also the soft 

error in parity bits is addressed. 

 

SimuLATion REsuLTs And PErFormAncE AnALysis 

The coding of the three existing designs[14,16] and the 

proposed design is done using Verilog HDL, and the Xilinx 

Vivado Design Suite is used for simulation. These four 

TCAM designs are also implemented in various sizes like 

4×4 with multipumping factor 2, 16×8 multipumping with 

factor 4, and 32×16 with multipumping factor 8. The 

simulation results of the proposed Hamming code design 

of size 4×4 with multi pumping factor as 2 are shown 

in Figures 8 and 9. Totally, eight errors are introduced, 

three each in each SRAM and two parity bits. 

 
Figure 8 shows that the data are loaded into the 4×4 

TCAM, which is implemented using two 4×4 SRAMs. The 

 

Fig. 5: Hamming code protected SRAM blocks 

implementing 4×4 TCAM 

 

Fig. 6: Multiple errors in parity bits and SRAM blocks 

implementing 4x4 TCAM 

 

Fig. 7: Syndrome Based Error Correction 
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search key is 1100; the 11 rows of the left SRAM and the 

00 rows of the right SRAM are considered for the search 

operation. Parity bits for each row are represented by 

“r” and syndrome values by “s>” Figure 9 shows the val- 

ues of the SRAMs, in which errors are introduced and 

finally corrected based on the syndrome. It can be seen 

that at each signal line, a single-bit error is injected and 

corrected. 

 
The synthesis of the existing and proposed designs is 

performed using the logic synthesis Cadence Genus tool 

at 45 nm technology and TSMC standard cell library. As 

per this library, the process is fast, the voltage is 1.1V, 

and the temperature is −40 degrees Celsius. The analy- 

sis is done using the performance metrics, namely, area, 

power, critical path delay, and error correction capa- 

bility for different sizes—4×4, 16×8, and 32×16 TCAM. 

Table 1 shows the area, power, and critical path delay 

of 4×4 TCAM for the existing designs (LUT-based (i), 2D 

parity (ii), and 3D parity (iii)) and the proposed design 

(Hamming code). Similarly, Tables 2 and 3 show the per- 

formance comparison for the TCAM architectures of size 

16×8 and 32×16, respectively. 

 
From Table 1, it is observed that the proposed design 

for 4×4 has a lower area compared to t h e exist- 

ing designs. With the LUT-based, 2D parity, and 3D par- 

ity designs, there is a reduction of 28.54%, 3.79%, and 

27.82%, respectively. 

It also shows that for the power comparison, LUT-based, 

2D parity, and 3D parity techniques have higher power 

consumption actually proposed. They utilize more power 

than the Hamming code–based 4×4 TCAM architec- 

ture. There is a reduction of power of about 16.71%, 

3.93%, and 24.47%, respectively. The power consumption 

is higher for 2D and LUT-based designs. The proposed 

design has a lesser critical path delay compared to 

other techniques and the reduction percentage is 5.08%, 

11.54%, and 6.92%, respectively. 

 
Tables 2 and 3 depict the values for 16×8- and 32×16- 

sized TCAMs, respectively. There is a gradual increase 

in area but a trade-off between power and timing can 

be noticed. For higher sizes, the proposed design has 

a lesser area than 3D parity–based but more than the 

other architectures, as the computation of parity bits 

increases as the size increases. The stored parity bits 

can also be affected because of soft errors, which can 

be detected and corrected in the proposed design. The 

proposed work has a higher error correction capability 

than the existing designs.[14,16] 

 
In 4×4, 16×8, and 32×16 TCAM architectures, the word 

size is 4, 8, and 16, respectively. The proposed tech- 

niques can correct a single-bit error per word. In 4×4, 

16×8, and 32×16 TCAM architectures, 8, 64, and 256 

words can be stored explicitly. Hence, in these archi- 

tectures, 8, 64, and 256 total error bit correction is 

 

 
Table 1: Performance Metrics Values of Existing and Proposed 4×4 TCAM Designs 

 

Parameter I[12] Existing work II[13] III[13] Proposed work IV 

Area (um2) 1450.066 1076.993 1435.542 1036.135 

Power (mW) 27.563 22.054 30.392 22.956 

Critical path delay (ps) 3133 3362 3195 2974 

No. of parity bits 8 16 30 24 

Error correction 1-bit detection 6-bit detection 6-bit detection 8-bit detection 

capability and correction 2-bit correction and correction and correction 

Parity bits correction No No No Yes 

Table 2: Performance metrics values of existing and proposed 16×8 TCAM designs 
 

Parameter I[12] Existing work II[14] III[14] Proposed work IV 

Area (um2) 8427.342 8644.954 11188.285 10726.778 

Power (mW) 155.729 164.178 61.731 63.397 

Critical path delay (ps) 7551 3304 4361 6612 

No. of parity bits 16 80 156 192 

Error correction 1-bit detection 12-bit detection 12-bit detection 64-bit detection 

capability and correction 4-bit correction and correction and correction 

Parity bits correction No No No Yes 
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Table 3: Performance metrics values of existing and proposed 32×16 TCAM designs. 
 

Parameter I[12] Existing work II[14] III[14] Proposed work IV 

Area (um2) 32273.235 32947.273 44472.081 42112.411 

Power (mW) 151.163 169.745 231.037 239.393 

Critical path delay (ps) 8487 8019 6351 6796 

No. of parity bits 32 288 568 768 

Error correction 1-bit detection 24-bit detection 24-bit detection 256-bit detection 

capability and correction 16-bit correction and correction and correction 

Parity bits correction No No No Yes 

 

Fig. 8: Loading of data into the TCAM, giving the search key, parity, and syndrome calculation, getting the 

address as the output at the end and correcting the corrupted parity bits as well 

 

Fig. 9: Error introduction and correcting the corrupted data bits 

 

possible if an error occurs in a word. If an error occurs 

in the parity bit of that corresponding word, instead of 

the word itself, even that kind of error can be corrected 

by this technique. For increasing word size, the error 

correction capability can be improved with an increase 

in the number of parity bits. Further, the area occu- 

pied increases with a higher word size when compared 

to 2D and LUT-based techniques. With increased word 

size, when comparing the proposed technique with 2D 

and LUT-based techniques, if power increases, the 

critical path delay decreases and vice versa. So, there 

is a trade-off between power and critical path delay. 

Therefore, the proposed TCAM architecture outperforms 

in terms of error correction capability with increasing 

word size at the cost of either power or delay. 

 

ConcLusion And FuTurE ScopE 

A soft error prevention approach with multipump oper- 

ation is given. The TCAM architecture uses a multi- 

plexer block,[16] which reduces the power consumption. 

The error detection and correction are done using a 

syndrome-based Hamming code. The existing TCAM 

architectures, such as priority encoders with LUT-based, 

2D parity, and 3D parity- based designs, are imple- 

mented and compared with the proposed technique. 
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The proposed technique has better timing compared 

to the LUT-based technique for all three sizes—4×4, 

16×8, and 32×18 with a decrease of 5.07%, 12.45%, and 

19.92%, respectively. The 3D parity–based design is 

larger in area than the proposed Hamming code tech- 

nique for all the sizes—4×4 (27.82%), 16×8 (4.12%), and 

32×16 (5.30%). For larger sizes, the area increases as 

the computation of parity bits increases. Also, there is 

a trade-off between critical path delay and power con- 

sumption. The proposed technique detects soft errors 

in both data bits and the stored parity bits, correcting 

one bit in each row of the SRAM, thereby having higher 

correction capability. Further, there exists potential for 

enhancing error correction capability concerning both 

data and parity bits while minimizing area, power, and 

critical path delay. 
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