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For various applications, wireless sensor networks are becoming more prevalent. It is
necessary to prevent unauthorized access to sensor networks. This paper shows over-

view of WSN and intrusion detection methods. This paper proposed hybrid intrusion
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INTRODUCTION

Security is a major issue that most protocol designers are
addressing when it comes to implementing WSNs. Wireless
sensor network is a type of network that uses a wide
variety of small mobile devices equipped with sensors.
Its features include: large-scale, self-organizing, multi-
hop, and no-partition. Its price is lower than that of other
similar devices. Security protocols are usually designed
to protect a network from unauthorized access and
exploitation. A security protocol should support various
requirements related to network security. An effective
security protocol can help prevent attacks before they
happen. If they behave more actively in disrupting the
network communications, they will cause some anomalies.
An intrusion can be defined as an action that leads to
unauthorized access to a wireless network. Usually, an
inflow of suspicious activities can detect anomalous
behavior. Intrusion detection systems are used to monitor
a computer network for possible unauthorized access. 8}
They then inform users about the detected activities.
Signature-based security systems measure the
observed behavior of an attacker against known attack
patterns. The system then stores these patterns in its
database.”! Intrusion detection systems have to be able
to detect anomalous activities in order to prevent them
from happening. An intrusion detection system can classify
actions into three main categories: misuse detection,
anomaly detection, and specification-based detection.
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detection system (HIDS) for cluster WSN.
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A misuse detection system measures the observed
behavior of an individual or group of people. It is compared
with known attacks patterns. Then, the system tries to
identify the bad behavior based on these patterns. It avoids
generating false positives by analyzing the behavior. It has
been concluded that the memory constraints of ID systems
make them less likely to be effective at storing attack
signatures[6]. It uses behavior matching the known attack
scenario to analyze the data in a network. It does so by
comparing the information collected by the network to a
large database. Anomaly detection systems are focused
on identifying normal behaviors instead of attack vectors.
They first flag any activities that are different from the
norm. An anomaly detection technique is a type of
security technique that focuses on the unusual behavior
of a network. It can detect new types of attacks without
requiring deep knowledge in network security.

A specification-based detection system is different
from an attack detection system, which is based on
deviations from normal operation. This technique is used
for developing machine learning techniques that can detect
normal behavior in sensor networks. It avoids the need for
deep learning techniques and training. The remainder of
this paper is organized as follows: Section Il introduces the
security issues and object to be detected in Wireless Sensor
Networks. The existing methods of Intrusion Detection in
Wireless Sensor Networks are discussed in Section lll. In
Section IV, existing methods are analyzed. The proposed
model has discussed in Section V and concluded in Section VI.
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INTRUSION DETECTION IN WIRELESS SENSOR
NETWORK

Issues Related to Security

Aside from traditional network security problems, Wireless
Sensor Network also faced many security issues such as
active attacks, internal attacks, and external attacks.
Attacks can be divided into several layers, which can be
easily categorized as protocols. The goal is to create an
intrusion detection framework that is compatible with the
various requirements of WSN.

« The framework includes the following layers:

o The network layer refers to the section of the WSN
that carries traffic between the sensor nodes and
the network.

o Security ontology is a layer that refers to the formal
semantics of security activities.

o The model layer is used for the single sensor node
intrusion detection. The model takes into account
the various behaviors of the sensor nodes.

e« The cooperative layer is used for detecting
intrusions. In this layer, we use a multi-agent system
to cooperate with each other. Here we use a multi-
agent system (MAS) to achieve the cooperation.

Object Detection

The objects of the WSN for intrusion detection mainly
include the following:

e Natural events: Environmental variables
(temperature, humidity), based on statistical
methods of the data,® or using Hidden Model.[™!

o System parameters: Carrier sense time, signal
strength, and packets delivery ratio.

o Network data: Network status information, such
as routing table information, changing in neighbor
nodes.

o Custom parameters: Malicious node, key etc.

PAPER EXISTING METHOD OF INTRUS DETECTION
Rule-based

Rule-based intrusion detection!! is a method used for
monitoring network traffic and collecting data. The
collected data are then placed in a queue. If the rules
are satisfied, an intrusion is detected. The algorithm has
three phases for detecting intrusions. In the first phase
monitor nodes monitors the data. The first phase of the
detection process is carried out in order to collect the
necessary information to flag failure. The second phase
is followed by the intrusion detection phase, which
measures the number of failures that were flagged.

2. —

The third phase of security is the intrusion detection
phase, which is carried out when a high number of failures
are detected. A message collision is a common occurrence
that occurs when a message is sent and received over
HTTP. Also, data alteration is a common occurrence when
a message is sent and received over HTTPS.

Multi-Agent Based

In WSN, multi-agent distributed IDSs are used to improve
the system’s reliability and minimize the system’s fault
tolerance. The MAIDS uses the flexible programming of
agents to achieve the various modules of the intrusion
detection system. It saves money and is easy to implement.
21 The MAIDS is a multi-agent system that enables multiple
intrusion detection units to communicate with each other
as given in Fig. 1.

Data-mining based

Data mining techniques such as association rules, time
series forecasting, and cluster mining are used to analyze
and monitor the fusion data of the WSN[15]. Nuclear
clustering is a technique to detect routing attacks caused
by network traffic anomalies. It uses the latest technology
to improve its detection accuracy and extend the time
dimension.

Clusters-Based

Hierarchical WSN refers to the division of a network into
various parts, such as head cluster and members of nodes.
[16]. Through the cluster head, other members of the
cluster relay information to each other.

Monitoring Agent
\ 4 Manage
WSN P ment
Detecting Agent [ Agent

Response Agent [

Fig. 1: The Structure of Multi-Agent Based
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Artificial Immune Based

Paul Harmer proposed [10] an artificial immune system
architecture for the modern internet network. Data
collected from the normal conditions. Then, generate a
random string collection to represent the most original
“Detector” RO. The negative selection method compares
the selected string to the matched RO and then clears
it. The “Detector” is activated when the network data
matches the string of set R. If the frequency exceeds a
threshold, the “detector” will be eliminated.

Hybrid Approach

The Hybrid approach combines the advantages of both the
Cluster-Based and Rule-based techniques. This combination
of high-speed, energy-efficient, and low-cost Intrusion
Detection Systems makes it possible to provide high-

quality, reliable, and secure solutions.

ANALYSIS

Comparing analysis, for the advantages and disadvantages
of different methods:

o Rule-based programming is a simple and effective
method to solve security issues. However, it has
disadvantages such as low security level.

e Multi-Agent Based method can reduce the network
load and provide better security, but it also
consumes a high amount of energy.

» Data mining is a technique that uses large amounts
of collected data to detect anomalous attacks.

o The cluster-based method is more energy-efficient,
but it has higher safety. It is also more complex, and
its failure can affect the current network.

e Hybrid approach uses the principle of decreasing
the amount of information in a network to increase

the detection rate and the accuracy rate.

Proposep MobpeL — HIDS ror CLUSTER BASED
WIiRELESS SENSOR NETWORK

The proposed HIDS consists of two modules namely,
intrusion detection and decision making. The latter
provides a set of rules that are used to filter the packets
sent by an attacker. This module can be used to take an
action on a false Node.

Proposed System Architecture

The Hybrid Intrusion Detection Model is a proposed
framework that can be used for cluster-based wireless
sensor networks. It consists of two modules, which are
shown in the figure 2. The Intrusion Detection Engine sends
the incoming packets to the decision making module.
The decision-making module uses the base station’s
predefined procedures to determine if an intrusion occurs.
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We divide the network into groups, each of which
has a cluster head (CH). The energy-efficient cluster
heads are fixed and are responsible for the network’s
operation. The goal of a cluster-based routing system
is to provide the longest possible life of the network. It
does so by reducing the amount of data that the network
consumes. Some of the Cluster-based routing protocols
founded in the literature are: LEACH,"31, PEGASIS,!"8l and
HEED.!""!

Algorithm

In order to successfully implement Wireless Sensor
Networks, one must first analyze and cluster the various
algorithms involved in the design. These attributes are
very important in wireless sensor networks. They include
the cost of clustering, the selection of cluster heads, the
operation of data aggregation, and the quality of service.

The concept of this paper is to divide the wireless
sensor network into small groups, and to use a hierarchical
clustering to divide the sensor nodes. This architecture
is mainly used for monitoring industrial applications.
After the Clustering process, the selected cluster head
was dynamically selected according to the status of the
nodes.

Usually, a cluster has the highest energy left over
for a particular node. It is also required for large-scale
ad-hoc deployments. Clustering cuts network contention
by de-congestioning inter-cluster interference. Having
multiple cluster heads can help conserve energy and
reduce latency. It can also improve network reliability by
pooling and aggregating data.

In a CWSN, it is necessary that the packets have normal
patterns of behavior to monitor their status. This process
involves the use of rules-based analysis to build an intrusion
detection module. The modules are defined by experts.

The packets sent by the network members are analyzed
using the history.

1DS
Intrusio Decisio Report
PN = E N ==
Detecti Making Base
on Module Station
Engine

Fig. 2: The Proposed System Architecture
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o Step1: The neighbor of CH is the transmission path
of past packets. It is also the source of packet types
that are analyzed.

o Step2: Features identification key features to
distinguish between normal and abnormal packets.

o Step 3: The establishment of anomaly detection
rules.

CoNCLUSION

Various techniques are presented in this paper for
detecting wireless sensor network intrusion. Insecurity
detection in wireless sensor network can not solve all the
problems that arise from it. For instance, high detection
rate and low energy consumption are still not enough to
protect inspection nodes safety. The proposed Hybrid
Intrusion Detection Model would solve the above problems.
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